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UNDERSTANDING THE BUSINESS PERSPECTIVE

Practice Driver

Noting frequent resistance to adoption of new security policies and controls,
the CISO at Boxwell sought a more systematic approach for measuring user
preferences and risk tolerances. However, the sheer scale of the organization
(Boxwell employs more than 35,000 individuals in dozens of countries)
served as a major impediment.

Risk Tolerance and Usability Indicators

Rather than measuring the preferences and tolerances of each individual
employee, Boxwell created a proxy by researching senior executive opinion
and surveying key middle managers throughout the business on 14 key
dimensions. The process for creating these risk tolerance and usability
indicators is described below.

+ Step #1: Risk Tolerance Survey Design—Information Risk creates 14
sliding scales that measure risk tolerances and usability preferences on
key dimensions.

* Step #2: Risk Tolerance Calibration via Executive Anchors—Information
Risk anchors the indicators based on executive opinion to ensure business
managers’ preferences remain within acceptable boundaries.

* Step #3: Survey Administration—Information Risk interviews more than
20 midlevel business and IT managers to further calibrate organizational
risk tolerance and usability preferences to ensure the final indicators
incorporate senior executive opinion and on-the-ground realities.

* Step #4: Business-Informed Decision Making—Information Risk staff
members use the indicators as a guide to make more prudent security
architecture decisions that effectively balance information security and
business needs.
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...but lacking the ability to assess the tolerances

Faced with numerous business-relevant trade-offs
and preferences of thousands of employees...

when making changes to the security architecture...
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...Boxwell creates risk tolerance and usability
indicators to guide more business-friendly architecture decisions

Process for Creating Risk Tolerance and Usability Indicators
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indicators as a guide to
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TAKING THE PULSE OF THE ENTERPRISE

Setting the Anchors

The first step in the calibration process is to anchor the indicators around the
preferences of executives. The CISO decided to set these anchors to ensure
that the opinion of middle management did not stray too far from those set
by the senior leadership of the company. To gauge the preferences of senior
management, the CISO relied on the following:

+ Established security policies
+ Prior discussions with executives
+ Public statements by executives

+ Internal company statements by executives

Incorporating Feedback from Middle Management

After the executive anchors were established, the CISO met with 10 IT
managers and 10 general managers in several key business units throughout
the company. The goal was to balance executive preferences with the
preferences of people on the ground in the operational environment. The
process for blending middle management preferences with those of senior
executives works as follows:

+ Step #1—CISO meets one-on-one with IT or general manager, presents an
anchored copy of each of the 14 indicators, and explains the meaning of the
indicator.

+ Step #2—Business or I'T manager moves the indicator to a position based
on their personal preference.

+ Step #3—After completing the process for 20 managers, the CISO averages
the results and sets a final calibration for the indicator.
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TAKING THE PULSE OF THE ENTERPRISE

CISO creates 14 sliding scales that are anchored on executive preferences and informed by middle
management to capture the overall business sentiment on key drivers of security architecture decisions

Risk Tolerance and Usability Indicators
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Note: To protect the sensitivity of this information, the placement of indicators Source: Boxwell; IREC research.

is hypothetical and does not reflect actual preferences at Boxwell.
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——INTERESTED IN MORE ON THIs Topric?——
Contact Our Member Support Center at:

E: EXBD_Support@executiveboard.com
P: +1-866-913-2632
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