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CREATING INSTITUTION-WIDE VISIBILITY INTO RISK

Ada Financial* aligns its organization with risk information through
the creation of operational risk scorecards.

On the y-axis, events occur with varying frequency; on the x-axis,
event severity varies. Every system of categorization is forced to
trade off between depth and breadth. A system that creates internal
consistency for only one type of operational risk cannot be used to
classify and compare across all types of operational risks.

The challenge is that comparability comes at the expense of
quantification. Operational risks are different; in order to compare
them, qualitative judgments are needed.

* Pseudonym.

IREC139DMLX  © 2005 Corporate Executive Board. All Rights Reserved.

“This study may not be reproduced or redistributed without the expressed permission of the Corporate Executive Board Company.

These scorecards carry advantages over other approaches. Besides
providing incentives to manage risks, they are applied institution-
wide to a variety of risks.

While scorecards are not perfect, Ada concluded the disadvantages
of time and cost were a lower price to pay than methods that
actually did not measure or improve risk management.

PROVIDING TARGETED RISK-REPORTING MECHANISMS

The Investment Management Executive Council has worked to ensure the accuracy of the information it provides to its members. This report relies upon data obtained from many sources, however, and the Investment Management Executive Council cannot guarantee the accuracy of the information o its analysis in all cases. Furthermore, the
Investment Management Executive Council i not engaged n rendering legal, accounting, or other professional services. Its reports should not be construed as professional advice on any particular set of facts or circumstances. Members requiring such services are advised to consult an appropriate professional. Neither the Corporate Executive Board
nor s programs are responsible for any claims or losses that may arise from a) any errors or omissions in their reports, whether caused by the Investment Management Executive Councilor ts sources, or b) reliance upon any recommendation made by the Investment Management Executive Council,
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._Ada*

INSTITUTION-WIDE RISK-VISIBIILITY DASHBOARD

WEIGHING IN

Realizing that the imprecise nature of operational risk information makes aggregation of locally developed data impossible...

Diversity of Operational Risk Events Comparison of Risk Data Reliability and Availability
Frequency Versus Impact
Due to the diverse nature of .
Transportation operational risks—and the * Market Risk
Process poor quality of information
Errors surrounding these—the firm’s
Frequency of decentralized approach to ORM Availability « Credit Risk
Occurrence had made it impossible to create of Data
a firmwide view of exposures.
Natural
Disast:
FSTER * Operational Risk
Impact of Event Reliability of Data

...Ada Financial selects scorecards to unify the capture and reporting of risk information for institution-wide visibility

Operational Risk-Methodology Trade-Offs

+ Simple to implement * Do not properly measure operational risks
* Inexpensive * Do not improve risk management

* External data available + Do not improve risk management

* Improve risk measurement * Do not properly measure risks

* Improves measurement and analysis of risks * Does not improve risk management

* Improve measurement and analysis of risks + Expensive

* Provide incentives to manage risks + Time-consuming implementation

* Applicable across risk categories
+ Capture diverse risks

* Uncovers previously unidentified risks * Not applicable across risk categories
* Helps predict scenarios + Costly
* Time consuming

* Pseudonym. Source: Ada Financial; Operations Council research.
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CROSS-FUNCTIONAL SCORECARD DEVELOPMENT

At Ada,* scorecards gave business units actionable detail while
supplying the central risk team visibility into risks organization-
wide.

On the following page we see how two groups collaborated to
develop risk-specific scorecards. The central Operational Risk-
Management Project Team developed the frameworks and set
quality and consistency benchmarks for completion. This team
also set capital allocations.

The Risk Category Expert Panels designed the risk-specific
scorecards. Six teams identified risk drivers and formulated
questions to include on each scorecard.
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Ada*
DESIGN PRINCIPLES

A Central Operational Risk-Management Team Collaborates with
Risk-Category Specialists to Develop Risk-Specific Scorecards

Operational Risk-Category Scorecard/Development

Central Operational Risk- * Develop standardized
Management Project Team measurement framework
Group Risk * Ensure quality and
- Meme consistency across all
Group
Business Unit Audit scorecards .
Operational ¢ Calculate overall allocation
Risk Leaders External .
Consulting of group operational
. Group risk capital

Risk-Category Expert Panel

Design risk-specific

scorecards

Six Risk-Specific Expert |dentify drivers of
Panels (with Business risk category

Unit Representation) Formulate questions for
inclusion in scorecards

Scorecard Data Gathering

B

Personnel Risk Scorecard
Question #1:

“Do you have a formal and
documented business continuity
plan that addresses personnel
failure?”

Fraud Risk Scorecard
Question #1:

“What percentage of your unit's
staff is on business growth/sales
performance/profit performance-
based remuneration?”
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Process Risk Scorecard
Question #1:

“What percentage of your unit's

The questions included in the scorecards are selected to cover drivers of
both the probability and dollar-impact of operational events.

staff did not take 10 days leave in
the past 12 months?”
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USING SCORECARD INFORMATION FOR OPERATIONAL RISk DASHBOARDS

The scorecards feed into an operational risk dashboard shown on
the bottom of the figure. From a summary measure on the left, Ada
can drill down to see category and subcategory level risks.

Note the solid- and dashed-line indicators on each risk meter. The
solid-line “gross risk” doesn’t factor in mitigants. Gross risk equals
unmanaged risk. The dashed line is “net risk.” It subtracts from
“gross risk” the benefit of mitigating controls.
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CROSS-FUNCTIONAL PERSPECTIVES ON R1SK ACROSS THE ENTERPRISE

DEesIGN PrINCIPLES (CONTINUED)

Risk-Specific Scorecards Are Used to Assess Division-Level Operational Risks

Cascading Division-Level Operational Risk Dashboard
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Risk Summary Operational Risk Category

High Low High

Operational Risk Subcategory

. Project ~
’ Fraud Risk Management Risk

High

Low High
Staffing Impact on

Product Quality

Low

High

Personnel Risk ’

Division

. W High Low rTeh \

Employer—Employee
Relationship Risk

Hidden (Unknown)
Human Misconduct

Low igh

—— (Gross Risk
J Technology Risk

.......... » Net Risk (Gross

Extreme J
Risk Less Mitigants)

Impacts Risk

* Pseudonym.

IREC139DMLX  © 2005 Corporate Executive Board. All Rights Reserved.
This study may not be reproduced or redistributed without the expressed permission of the Corporate Executive Board Company.
The Investment Management Executive Council has worked to ensurre the accuracy of the information it provides to its members. This report relies upon data obtained from many sources, however, and the Investment Management Executive Council cannot guarantee the accuracy of the information or its analysis in all cases. Furthermore, the

Investment Management Executive Council is not engaged in rendering legal, accounting, or other professional services. ts reports should not be construed as professional advice on any particula set of facts or circumstances. Members requiring such services are advised to consult an appropriate professional. Neither the Corporate Executive Board
nor its programs are responsible for any claims or losses that may arise from ) any errors or omissions in their reports, whether caused by the Investment Management Executive Council o is sources, or b) reliance pon any recommendation made by the Investment Management Executive Council

Functions (Tasks)
and Responsibilities

Source: Ada Financial; Operations Council research.
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——INTERESTED IN MORE ON THIS ToPIC?——
Contact Our Member Support Center at:

E: EXBD_Support@executiveboard.com
P: +1-866-913-2632
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